EAST Search History 



EAST Search History (Prior Art) 



Ref # 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


S260 


0 


("("20030097558" | 
"20030188179" | 
"20040039924"). PN.").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:15 


S261 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S262 


8 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S263 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S264 


1101 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S265 


2436 


713/189 eels. 


USPGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S266 


98 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S267 


365 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S268 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S269 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S270 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S271 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S272 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S273 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S274 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


201 0/06/23 
12:15 


S275 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S276 


80 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


201 0/06/23 
12:15 


S277 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 
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S278 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S279 


2975 


"GCM" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S280 


50 


"Galois counter mode" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S281 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


§282 


23 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


20T6/06/23 
12:15 


S283 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:15 


S284 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2010/06/23 
12:15 


S285 


5 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S286 


5 


"1452026" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:15 


S287 


5 


"6590981" 


US-PGPUB: 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:15 


S288 


8 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S289 


1 


20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 15 


§290 


0 


("("20030097558" | 
"20030188179" | 
"20040039924" ) . PN. " ) . PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:15 


S291 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S292 


80 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S293 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S294 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S295 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S296 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S297 


1101 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S298 


98 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 
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S299 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S300 


2436 


7137l8accls' 


US^PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S301 


365 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S302 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S303 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S304 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S305 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S306 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S307 


23 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S308 


50 


"Galois counter mode" 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S309 


5 


"1452026" 


US-PGPUB; 
USPAT EPO 


OR 


ON 


2010/06/23 
12:15 


§310 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2010/06/23 
12:15 


S311 


5 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:15 


S3 12 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S313 


5 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S314 


1 


("1452026") PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:15 


S315 


2975 


"GOVT 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S316 


16 


("20030037244" | 
"20030097558" | 
"20030097581" | 
"20030172090" | 
"20030188179" | 
"20040039924" | 
"20040039925" | 
"20040044891" 
"5978912" | "6243809" | 

" PS/1 nHQHV" 1 "PS^SM 1 G.Q" I 

"6590981" | "7013389" | 
"7103185" | "7231664"). 
PN. 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:15 
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S317 


1101 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S318 


2436 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S319 


365 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S320 


98 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S321 


365 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S322 


2 


"20040111633" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S323 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S324 


22 


"6792556" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S325 


22 


"6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S326 


90 


"5978912" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S327 


1 


20020095587" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S328 


1 


"20050273857" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 15 


S329 


7 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 

rnno. rryi. 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 


S330 


2 


hid$5 with symmetric with 
key with processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 


S331 


0 


hid$5 with symmetric with 
key with cpu 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:15 


S332 


0 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same cpu 


US-PGPUB; 
USPAT; USOCR; 

FPRQ- FPO- 
rrrio, livj, 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 
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S333 


40 


symmetric near5 key same 
accessible same 
(processor cpu) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:15 


S334 


13 


symmetric near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S335 


4 


symmetric near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S336 


8 


"secret shared key" same 
host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:15 


S337 


1064 


"secret key" same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:15 


S338 


1132 


secret same "shared key" 
samehost 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 


S339 


54 


secret same "shared key" 
same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S340 


2 


shared near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT: USOCR: 
FPRS EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 
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S341 


5 


shared near5 key same 
inaccessible same 
(processor cpu) 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:15 


S342 


0 


shared near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:15 


S343 


4 


(client node) same shared 
near3 key same 
inaccessible 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 


S344 


1 


"20040039924". pn. 


US-PGPUB; jOR iON 
USPAT | 


2010/06/23 
12:15 


S345 


1 


"20020095587". pn. 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S346 


23 


"6775776" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S347 


1 


"20050204155" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 15 


S348 


1 


"20020173295" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:15 


S349 


1 


authenticat$5 adj data 
with (symmetric shared 
secret) adj key with 
header 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S350 


2 


encipher same counter 
near2 mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S351 


32 


encipher and counter 
near2 mode 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 
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S352 


68 


galois near2 counter near2 
mode 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12 15 


S353 


0 


galois neai 2 counter near2 
mode same encipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 15 


S354 


4887 


block near2 cipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 15 


S355 


512 


block near2 cipher same 
counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:15 


S356 


5 


block neai 2 cipher same 
counter same encipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12 15 


S357 


582 


hardware near3 
cryptographic$4 same 
device 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:15 


S358 


6 


hardware near3 
cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010 06/ 23 
12:15 


S359 


358 


cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:15 
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S360 


166 


cryptographic$4 same 
device same counter same 
(encrypt$6 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S361 


422 


counter near2 mode same 
encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S362 


31 


counter near2 module 
same encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S363 


446 


counter near2 mode same 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S364 


367 


counter near2 mode with 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S365 


4 


("20040111633" | 
"6792556"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


2010/06/23 
12:16 


S366 


12 


("20030037244" | 
"20030097581" | 
"5978912" | "6243809" | 
"6408387" | "6581159"). 
PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S367 


6 


("20030097558" | 
"20030188179" | 


US-PGPUB; 
USPAT: USOCR: 
FPRS EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:16 
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S368 


1454 


client same compromis$4 
same network 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S369 


76 


client same compromis$4 
same network same verif 
$8 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S370 


23 


"6243809" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S371 


91 


"5978912" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S372 


332 


updat$4 same secret adj 
key same public adj key 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S373 


7 


updat$4 same secret adj 
key same (public adj key 
private adj key exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
IBM TDB 


AND 


ON 


2010/06/23 
12:16 


_. 


7 


updat$4 same secret adj 
key same (public adj key 
and private adj key and 
exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S375 


3 


20020164035" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S376 


22 


"6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S377 


90 


"5978912" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 
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S378 


4 


"1403915" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S379 


10 


"1403915" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S380 


894 


message same request 
same secure near4 
connection 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S381 


108 


message same request 
same secure near4 
connection same verif$6 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S382 


0 


("("20030097558" | 
"20030188179" | 
"20040039924" ) . PN. " ) . PN. 


USPGPUB: 
USPAT 


OR 


OFF 


2010/06/23 
12:16 


§383 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S384 


8 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


S385 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S386 


1101 


380/278.ccls. 


USPGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S387 


2436 


713/189.CCIS. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S388 


98 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S389 


365 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S390 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S391 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2616/66/23 
12:16 


S392 


1 


"share symmetric keys" 
and "network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


201 6/06/23 
12:16 


S393 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 
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S394 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S395 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


201 0/06/23 
12 16 


S396 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S397 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S398 


80 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S399 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; jOR iON 12010/06/23 
USPAT |12:16 


S400 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S401 


2975 


"GCM" 


US-PGPUB; iOR 
USPAT 


ON 


2010/06/23 
12:16 


S402 


50 


"Galois counter mode" 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S403 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S404 


23 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S405 


1 


("1 452026" ).PN. 


USPGPUB; jOR 
USPAT 


OFF 


2010/06/23 
12:16 


§406 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT EPO 


OR 


OFF 


c\) I U/ UD/ C.O 

12 16 


S407 


5 


"1452026" 


USPGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S408 


5 


"1452026" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:16 


S409 


5 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:16 


S410 


8 


"6606387" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S411 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S412 


0 


("("20030097558" | 
"20030188179" | 
"20040039924"). PN.").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:16 


S413 


3 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S414 


80 


"share symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


201 6/06/23 
12:16 
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S415 


2 


"vpn" and "share 
symmetric keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S416 


0 


"virtual private group" and 
"share symmetric 
cryptographic keys" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


S417 


11 


"virtual private group" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S418 


0 


"virtual private group" and 
"share symmetric 
cryptography" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


S419 


1101 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S420 


98 


713/189.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S421 


1 


"share symmetric keys" 
and "network domain" 


U&PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S422 


2436 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S423 


365 


380/278. eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S424 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S425 


5 


"share public keys" and 
"network domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S426 


0 


"share cryptorgraphic 
keys" and "network 
domain" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S427 


8 


"share symmetric keys" 
and "TLS" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S428 


7 


"share symmetric keys" 
and "TLS" and "SSL" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S429 


23 


"key distribution" and "key 
changing" and symmetric 


US-PGPUB: 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S430 


50 


"Galois counter mode" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S431 


5 


"1452026" 


US-PGPUB: 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:16 


S432 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT; EPO 


OR 


OFF 


2010/06/23 
12:16 


S433 


5 


"6590981" 


US-PGPUB; 
USPAT; EPO 


OR 


ON 


2010/06/23 
12:16 


S434 


1 


"Galois counter mode" and 
"key change" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S435 


5 


"1452026" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S436 


1 


("1 452026" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2010/06/23 
12:16 
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S437 


2975 


"GCM" 


US-PGPUB; 
USPAT 


or Ion |2oi6/66/23 

1 |12:16 


S438 


16 


("20030037244" | 
"20030097558" | 
"20030097581" | 
"20030172090" | 
"20030188179" | 
"20040039924" | 
"20040039925" | 
"20040044891" | 
"5978912" | "6243809" | 
"6408387" | "6581159" | 
"6590981" | "7013389" | 
"7103185" | "7231664"). 
PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S439 


1101 


380/278.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2010 06 23 
12:16 


S440 


2436 


713/189.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


901 

ex) I U/ UD/ tLO 

12:16 


S441 


365 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


, ■ ,p; 


ON 


ex) I U/ UD/ c.o 

12:16 


S442 


98 


713 189 .eels, and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


§443 


365 


380/278.ccls. and "key 
distribution" 


US-PGPUB; 
USPAT 


OR 


ON 


9D1 D/DR/99 
eX) I U/ UD/ C.O 

12:16 


§444 


2 


"20040111633" 


US-PGPUB; 
USPAT 


OR 


ON 


901 n/DK/9^ 
cX) I VI UD/ c.o 

12:16 


§445 


1 


"20050213768" 


US-PGPUB; 
USPAT 


OR 


ON 


901 n OR 9^ 
cx) I U/ UD/ c.O 

12:16 


S446 


22 


"6792556" 


US-PGPUB; 
USPAT 






ex) I U/ UD/ d.o 
12:16 


S447 


22 


6243809" 


US-PGPUB; 
USPAT 


OR 


ON 


2010 06 23 
12:16 


S448 


90 


"5978912" 


US-PGPUB: 
USPAT 


OR 


ON 


901 fl OR 9T 
ex) I U/ UD/ C-O 

12:16 


S449 


1 


"20020095587" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S450 


1 


20050273857" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S451 


7 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS EPO 
JPO; 

DERWENT: 
IBM TDB 


OR 


ON 


201 6/06/23 
12:16 
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S452 


2 


hid$5 with symmetric with 
key with processor 


US-PGPUB 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 16 


S453 


0 


hid$5 with symmetric with 
key with cpu 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S454 


0 


symmetric near5 key same 
(invisible ("not" near5 
accessible)) same cpu 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12 16 


S455 


13 


symmetric near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S456 


4 


symmetric near5 key same 
inaccessible same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S457 


8 


"secret shared key" same 
host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S458 


1064 


"secret key" same host 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S459 


1132 


secret same "shared key" 
samehost 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12 16 
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S460 


2 


shared near5 key same 
inaccessible same host 


US-PGPUB 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 16 


S461 


5 


shared near5 key same 
inaccessible same 
(processor cpu) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S462 


0 


shared near5 key same 
(invisible ("not" near5 
accessible)) same 
processor 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12 16 


S463 


4 


(client node) same shared 
near3 key same 
inaccessible 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S464 


1 


"20040039924". pn. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


S465 


1 


20020095587". pn. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S466 


23 


"6775776" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S467 


1 


"20050204155" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12 16 


S468 


1 


"20020173295" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S469 


1 


authenticat$5 adj data 
with (symmetric shared 
secret) adj key with 
header 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S470 


2 


encipher same counter 
near2 mode 


US-PGPUB; 
USPAT: USOCR: 

mno- con- 
rrTio, trvJ, 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12 16 



file:///CI/Document 0and7r20Settii k hmidt/My^O) ^15/EASTSeaichHistoiy. 108093 15_AccessibleVersion.htm (15 of 21)6/25/2010 2:30:00 AM 



EAST Search History 



S471 


0 


galois near2 counter near2 
mode same encipher 


US-PGPUB 
USPAT USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 16 


S472 


4887 


block near2 cipher 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S473 


512 


block near2 cipher same 
counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S474 


582 


hardware near3 
cryptographic$4 same 
device 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S475 


6 


hardware near3 
cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S476 


358 


cryptographic$4 same 
device same counter 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S477 


422 


counter near2 mode same 
encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S478 


31 


counter near2 module 
same encryption 


US-PGPUB; 
USPAT; USOCR; 
FPRS' EPO' 
JPO; ' 
DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:16 
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S479 


446 


counter near2 mode same 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12 16 


S480 


1454 


client same compromis$4 
same network 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12 16 


S481 


332 


updat$4 same secret adj 
key same public adj key 


USPGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12 16 


S482 


7 


updat$4 same secret adj 
key same (public adj key 
private adj key exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


AND 


ON 


2010/06/23 
12:16 


S483 


7 


updat$4 same secret adj 
key same (public adj key 
and private adj key and 
exchange) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S484 


22 


6243809" 


USPGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S485 


90 


"5978912" 


US-PGPUB 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S486 


4 


"1403915" 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 


S487 


894 


message same request 
same secure near4 
connection 


USPGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S488 


40 


symmetric near5 key same 
accessible same 
(procGSSor cpu) 


US-PGPUB; 
USPAT; USOCR; 

JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:16 
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S489 


54 


secret same "shared key" 
same host 


u&ropuBr"™"" 

USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S490 


32 


encipher and counter 
near2 mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S491 


68 


galois near2 counter near2 
mode 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S492 


5 


block near2 cipher same 
counter same encipher 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


§493 


4 


("20040111633" | 
"6792556"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S494 


12 


("20030037244" | 
"20030097581" | 
"5978912" | "6243809" | 
"6408387" | "6581159"). 
PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S495 


6 


("20030097558" | 
"20030188179" | 
"20040039924"). PN. 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT: 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S496 


76 


client same compromis$4 
same network same verif 
$8 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


2010/06/23 
12:16 
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|S497 


23 


"6^3809" 


u&ropuBr"™"" 

USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S498 


91 


"597891 "2" 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12:16 


S499 


3 


20020164035" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S500 


10 


"1403915" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S50i 


367 


counter near2 mode with 
(encrypt$4 encipher) 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S502 


29 


("20010052069" | 
"20020163920" | 
"20020164035" | 
"20030037244" | 
"20030097558" | 
"20030097581" | 
"20030174703" | 
"20030188179" | 
"20040039924" | 
"20040111633" 
"20040225885" | 
"20050076228" 
"20050166213" | 
"20050201554" | 
"20050204155" | 
"5602918" | "5978912" | 
"6243809" | "6282645" | 
"6405320" | "6408387" | 
"6484262" | "6581159" | 
"6782474" I "6792556" I 
"6886102" | "7225325" | 
"7318173" | "7506149"). 
PN. 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:16 



til Cl/Da nm hi i ii i J i hi 



igs/Kschmidt/My%20...315/EASTSeai'chHist 1 
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S503 


28 


(embedded adj agent) 
with client 


US-PGRJB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


ON 


2010/06/23 
12 16 


S504 


1 


(embedded adj agent) 
with client with verif$6 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM TDB 


OR 


ON 


2010/06/23 
12 16 


S505 


2 


("2005/ 021 3768"). URPN. 


USPAT 


OR 


ON 


2010/06/23 
12:16 


S506 


81 


message with verif$6 with 
compromis$4 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S507 


4 


message with verif$6 with 
client with compromis$4 


US-PGPUB; 
USPAT; USOCR; ; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


ON 


2010/06/23 
12:16 


S508 


2 


"7584351" 


US-PGPUB; 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 

DERWENT; 
I BMTDB 


OR 


ON 


2010/06/23 
12:16 


S509 


29 


("20010052069" | 
"20020163920" | 
"20020164035" | 
"20030037244" | 
"20030097558" | 
"20030097581" | 
"20030174703" 
"20030188179" | 
"20040039924" | 
"20040111633" | 
"20040225885" | 
"20050076228" | 
"20050166213" | 
"20050201554" | 
"20050204155" | 
"5602918" | "5978912" | 
"6243809" "6282645" | 
"6405320" | "6408387" | 
"6484262" | "6581159" | 
"6782474" | "6792556" | 
"6886102" | "7225325" | 
"7318173" | "7506149"). 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:35 
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PN. 








S510 


3 


S509 and integrity near 
check 


1 IC DT^Di ID- 

Uo- HjrUbS, 
USPAT 




ON 


2010/06/23 
12:35 


S511 


0 


S509 and integrity near 
check with (secure near 
storage) 


US-PGPUB; 
USPAT 


OR 


ON 


2010/06/23 
12:46 


S512 


13 


integrity near check with 
(secure near storage) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
1 BMTDB 


OR 


ON 


2010/06/23 
12:46 


S513 


2 


integrity near check with 
store with (secure near 
storage) 


US-PGPUB; 
USPAT: USOCR: 
FPRS; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


201 0/06/23 
12:46 



EAST Search History (I nterference) 
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